
The threat that an insider will use his or her 
authorized access, wittingly or unwittingly, to do 
harm to the organization’s mission, resources, 
personnel, information, equipment, networks, or 
systems. 

This threat can manifest as damage to 
the organization through the following 
insider behaviors:

Espionage

Unauthorized disclosure of information

Corruption, including participation in 
transnational organized crime

Sabotage

Intentional or unintentional loss or 
degradation of departmental resources or 
capabilities

COST OF DAMAGES
AND MITIGATION

A data breach, on average, costs $3.86 million today. 
And according to a recent Ponemon Institute Study, the 

average cost of an insider breach rose to $11.45 million. 

[Source: IT Pro Portal]

On the path to becoming more cyber secure, 
organizations across the globe spend an estimated 

$60 billion per year to defend their assets, recruit talent 
and work to prevent and respond to cyberattacks. 

Moreover,security spending is expected to rise 
another 10% in 2021. 

[Source: Security Intelligence]

TYPES OF INSIDER THREATS
Insider threats are typically categorized according 
to the role they play in the attack and their intention:

 Malicious Insider
 These individuals misuse their access privileges 
         and personal credentials to perform activities. 

 Careless Insider
 These individuals create vulnerabilities and 
         expose networks and systems to outside threats. 

 Compromised Insider
 These are outsiders who manage to gain
         insider access.

[Source: Computer.org] 

INSIDER THREATS CONSIST OF:

CHECKLIST FOR BUILDING AN 
INSIDER THREAT PROTECTION SYSTEM

MITIGATION STEPS
Understand Your Users (the Insider Threat)
The average user doesn’t plan to steal, or misuse data or 
systems access. Understanding the intent of insider threats 
is important, because it allows you to get ahead of risky 
behavior, and problem solve.
 
Train your Employees
An effective strategy in reducing the number of pawns is by 
conducting anti-phishing training on a regular basis. You can 
also train your employees to detect risky behavior among 
peers, and encourage them to report it to IT or HR. 

Offboarding and Onboarding Procedures
Enforcing strong password policies and enabling multifactor 
authentication and closing accounts when employees 
transition out. 

Technical Controls
Organizations can set up technical controls, which are 
designed to analyze and identify suspicious user behavior. This 
includes staying up to date on all software patches and 
conducting audits to identify mis-con�gurations. 

Build a Threat Hunting Team
Organizations often choose to build their own threat hunting 
teams. Instead of passively reacting to incidents after they 
occur, a threat hunting team proactively looks for threats. 

Adapt Zero Trust Framework
Protects organization from data breaches by employing a 
“Never trust, alway verify”, framework through tightly 
managed access controls to applications, networks, and 
environments.

Get ready to build an
insider threat program

Perform a risk
assessment

Estimate the resources
needed to create
the program

Acquire support of 
senior management

Determine insider
threat detection
measures

Form incident
response strategies

Plan incident
investigation and
remediation

Create an insider
threat response team

Educate your
employees

Review your 
program
periodically
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Privileged users Remote
employees

Contractors Former
employees

Inadvertent
insiders

[Source: Ekran System]

[Source: Proof Point, Computer.org & McAfee]

INSIDER THREAT: TYPES AND
MITIGATION MEASURES 

WHAT IS 
AN INSIDER THREAT?

“
“

[Source: CISA]


